Websites vulnerableto hidden : Online meetings
hacker attacks, warns Aladdin

ThelatesteCrime threat to com-
puter users comes from unau-
thorised access towebsites, which
is difficult to identify as hackers
insertcode into legitimate sites to
extract confidentdial information
and access details.

According to Aladdin’s Attack
Intelligence Research Centre,
eCrime is growing exponentially.
“This is the first report that digs
into the logistcs behind eCrime
and the business model that
drives these crimes,” said Aladdin
Knowledge Systems director of
security research Tan Amit.

“The main threat to SMEs
is direct financial fraud. These
web threats are not detectable
by antivirus as they come from
legitimate sites. Theyare difficult
to identify as the site looks the
same as a non-compromised site.
From a user perspective, you do
not see anything.

“Once the attack succeeds it
enables the criminals to install the
trojan, which lurks until the user
either doesa financial transaction
online or logs onto financial infor-
mation. Itis designed to steal data.

“Once a PC is compromised,
the hackers can see what the PC
is seeing — they are looking for
credentials, log-ins and company
internal documents marked con-
fidental, for example.”

Thedataisbeing translated into
money through ID theftand by
accessing the data resources of the
company, and then trading the
data in the criminal economy.

“Law enforcement has a prob-
lem as it is too locked down in

Amit: compromise

terms of geography; ifthe hackers
move geographiclocation, thereis :
poreal cooperation. Law enforce- :
mentis too bureaucratic to pose :
areal threat to these criminals.” :

Companies need to have lay- :
ered security on their networks :
to minimise the threat, using :
best of breed firewalls, network :
security, updated antivirus and
antispam software so thereisno :
room left for hackersto goinside

the network.

“The bottom line is to always :
keep systems updated and:
patched. It is always a compro-
mise. The focus going forward is :
the ISPs, we want to get to com-

moditisation of the solution.”

The extent of the threat could :
force antivirus companies to :
review their products, particu- :
larly in the light of Microsoft’s
plan to offer free antd-malware :
security, which will disrupt the :
market. “We really welcome this :
development from Microsoft as *
itwill force the AV companies to ;
review their products and pro- :
vide a stage for a lot of security :

research,” said Amit.
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. growastravel

budgets slashed

: The use of web conferencing is
: increasingascompanieslooktocut
¢ travel costsand improve produc-
: tivity with flexible work practices.
. Thelaunch of unlimited usage

¢ planssuch as GoToMeeting, the

: web conferencing service from
: Citrix Online, has given users a
: break on pricing.
¢ “Theflatrate pricingmodel and
: the ability to buy online and not
engage in a long sales cycle have
been very important,” said Citrix
Online vice president Bernardo
de Albergaria. “We are seeing
higher usage from our existing
customers who are reducing
travel usage and more internal
adoption of web conferencing.
The new generation of workers
isalmost demandingittheyareso
used to leveraging the web.”
AFrost& Sullivan (F&S) report
: into web conferencing services
noted that the per minute pricing
model has largely given way to
unlimited usage. F&S principal
analystRoopam Jain said: “There
isan even greater need for this kind
: of technology due to the current
economic slowdown.”
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