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Asset Management

Business Environment

Governance
Risk Assessment

Risk Management Strategy
Supply Chain Risk Management

Step 1: Mapping

_ID.RM

DataSecurity | PRDS
Information Protection Processes & Procedures | PR.IP |
Maintenance | PRMA
mm

Security Continuous Monitoring

Detection Processes m

ID.AM-4: External
information systems are
catalogued

NIST Framework Initial Partial Repeatable Adaptive
Process measured and
Processes are ad-hoc. Consistent brocess and continually improved
Success is likely to P and introducing
Process No process success can be

depend on individual
efforts

repeated

innovative processes
to better serve the
organization

Integration

No integration

Integration on system
by system basis

Integration consistent,
centralized, and
throughout
organization

Integration may be
automated,
orchestrated, or
integrated via API

Sharing Information

No collaboration

Collaboration on an ad-
hoc or project basis

AN Y

Initial - External
information systems are not
catalogued.

Partial - Some information
may exist on organizational
communication and data
flows

Collaboration is
consistent throughout
the organization

Proactively shares
information for
stakeholders and
partners to mitigate
risk

11 A

Repeatable - The
institution proactively
manages system EOL
(e.qg., replacement) to
limit security risks.

Adaptive - External
information systems are
proactively catalogued so
attack surface to external
information systems can
be monitored and
assessed.




Step 2: Risk

| RISK

I Loss Event I Loss Magnitude
Frequency

I Threat Event I Vulnerability I Primary Loss I Secondary Risk

Frequency
N S S .S T S
Contact Probability Threat Resistance Secondary Secondary
Frequency of Action Capability Strength Loss Event Loss
Frequency Magnitude
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Step 3: Unholy Marriage
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Resistance
Strength
Cur. Pro.
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PR.AC-1: Identities and credentials are maiaged for authonzed |Partial - Identity and credential policies are applied on an ad-
devices and users hoc and project basis.

PROTECT (PR)

Partial - Access controls exists on ad-hoc basis for physical

PR.AC-2: Physical access to assets 1s managed and protecisd rtieiuytatvis
“55<s Uial are not loriiailZea.

PR.AC-3: Remote access (e.g.. Access from remote network, Repeatable - Access controls for remote access is consistently I
home, VPN) 1s managed applied to assets organization wide. o

Access Control (PR.AC): Access to assets
and associated facilities 1s limited to
authonzed users, processes, or devices, and

to authorized activities and transactions. |PR.AC-4: Access permissions are managed, incorporating the Partial - Access permissions are applied to assets with or
principles of least privilege and separation of duties without regard to least privilege or separation of duties.

PR.AC-5: Network integrity 1s protected, incorporating network Partial - Network segments are created on ad-hoc basis if
segregation where appropnate there is a requirement from a technical perspective.
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16 businesses X 3-5 loss scenarios
16 NIST-CSF scores



Step 4: Closing Gaps

“I'm gonna
make him an
offer he can't
refuse.”

Map CSF categories
- . | Improve maturity of Into resistance strength,
specific CSF categories cost of response

Don Vito Corleone

Decide on means of
risk reduction through

improving CSF
categories




TODO:

 Automate, automate, automate
 CSF collection, processing, validation.
 Mapping audits, pentests, control readings to CSF maturity levels.

 CSF->FAIR: Still a subjective practice that’s part of the discussion. No specific bell-curves to align
to as highly scenario dependent.

* Baseline publishing - mapping policies, RFCs, regulations into ~30 sub-categories with defined
minimum maturity levels.

 Add baseline to Internal Audit ;-)

e Sub-business level measurements.

e Per site”? function? How to roll-up loss scenarios”? How to roll up CSF scores?



Thank You!

Questions?



