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Disclaimers



Vistaprint Vida

Employees 8,000 15

Factories 7 0

Datacenters 3 0

BYOD Some All

Brief Background

$2.8B



Challenges



Challenges



Step 1: Mapping
NIST Framework Initial Partial Repeatable Adaptive

Process No process

Processes are ad-hoc. 
Success is likely to 

depend on individual 
efforts

Consistent process and 
success can be 

repeated

Process measured and 
continually improved 

and introducing 
innovative processes 

to better serve the 
organization

Integration No integration Integration on system 
by system basis

Integration consistent, 
centralized, and 

throughout 
organization

Integration may be 
automated, 

orchestrated, or 
integrated via API

Sharing Information No collaboration Collaboration on an ad-
hoc or project basis

Collaboration is 
consistent throughout 

the organization

Proactively shares 
information for 

stakeholders and 
partners to mitigate 

risk

ID.AM-4: External 
information systems are 
catalogued

Initial - External 
information systems are not 
catalogued.

Partial - Some information 
may exist on organizational 
communication and data 
flows

Repeatable - The 
institution proactively 
manages system EOL 
(e.g., replacement) to 
limit security risks.

Adaptive - External 
information systems are 
proactively catalogued so 
attack surface to external 
information systems can 
be monitored and 
assessed.



Step 2: Risk



Step 3: Unholy Marriage





Recap
16 businesses X 3-5 loss scenarios


16 NIST-CSF scores



Step 4: Closing Gaps

Cimpress 
Security



TODO:
• Automate, automate, automate


• CSF collection, processing, validation. 


• Mapping audits, pentests, control readings to CSF maturity levels.


• CSF->FAIR: Still a subjective practice that’s part of the discussion. No specific bell-curves to align 
to as highly scenario dependent.


• Baseline publishing - mapping policies, RFCs, regulations into ~30 sub-categories with defined 
minimum maturity levels.


• Add baseline to Internal Audit ;-)


• Sub-business level measurements.


• Per site? function? How to roll-up loss scenarios? How to roll up CSF scores?



Thank You! 

Questions?


